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About Us

Vantea SMART is an IT company listed on Euronext Growth
Milan (EGM) with over 30 years of experience guiding
organizations through their digital transformation
journey.

Focused on the full Cyber Security Lifecycle, the company
delivers end-to-end services, expert consulting and
proprietary software solutions designed to protect and
enhance business performance.

Vantea SMART partners with leading players across
banking, energy, insurance, telecommunications, IT,
gaming, public administration, healthcare and defense,
ensuring innovation, reliability, and security at every stage
of their digital evolution.
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Market Trends ﬁ \¢ VANTEA
Top 5 Priorities Top 5 Shifts in Cybersecurity
e Third-Party Threats o Growing investment in cyber risk management
* Cloud-Related Threats o Evolution of cyber insurance policies
e Employment Infiltration e Vendors ecosystem transformation
» Ransomware, Software Supply Chain e Changes in trade and operating policies
Compromise e Relocation of critical infrastructure
o Exploits of Zero-Day Vulnerabilities
Emerging Priorities Measures to address Data Risk
Cybersecurity budgets are rising between 6% and o Data classification policies
8% annually, with increasing focus on: o Data loss prevention across key egress
e Responsible Al channels
o Network Security and Zero Trust architectures » Data encryption, tokenization and
e Al Security and Governance anonymization
e Supply Chain Security and Resilience o Data controls across the entire data life cycle

2026 Global Digital Trust Insights: C-suite playbook and findings, October 2025.
2 IANS and Artico Search: 2024 Security Budget Benchmark Report, September 2024.



CYBER SECURITY

Offering

1. Cyber Governance &
Engineering Services

1.1 Strategy, Risk & Compliance
1.2 Design & Implementation

1.3 Managed & Monitoring Services

2. Threat Defense & Data
Intelligence Services

2.1 Incident & Threat Management
2.2 Data Protection
2.3 Al for Cyber Security




1.1 Strategy, Risk & Compliance

We help organizations define their cybersecurity strategy, assess risks and ensure
compliance. Our services include third-party risk management, implementation of security

controls and cyber due diligence to strengthen overall resilience and governance.

MAIN ACTIVITIES PROPRIETARY SOFTWARE
SOLUTIONS

e Strategy & Governance
e Risk Assessment & Management
e Security by Default (Compliance)

e Third Parties Management Infosync KubeX
* Security Controls Cyber Risk Posture Fraud
e Cyber Due Diligence Assessment Intelligence

e Cyber Security Posture & Resilience
e Fraud Management


https://www.vantea.com/wp-content/uploads/2023/10/Infosync_DigitalPresentation_13_04_2023_ITA.pdf
https://www.vantea.com/wp-content/uploads/2023/10/KubeX_DigitalPresentation_27_07_2023_ITA.pdf
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UESRSNOVIRSESN - RISK ASSESSMENT & MONITORING

We supported a Leading Leasing Company in assessing third parties classified as critical suppliers
through a structured framework and the usage of our proprietary solution (Infosync).
Our approach included:
* Preparation: Design of the assessment questionnaire, contract review, and supplier impact analysis.
o Execution: Development and implementation of tailored audit plans and programs.
o Results: Delivery of an audit plan and report, with continuous monitoring of remediation actions to
ensure compliance and risk mitigation.

VRIS OVARSE=N - FRAUD INVESTIGATION & DETECTION

We supported a Leading Telecommunications Provider to detect and prevent internal fraud. The client
faced complex fraud schemes involving unauthorized SIM swaps, identity misuse, and social engineering
attempts. Through the deployment of KubeX, our integrated anti-fraud platform, fraud analysts gained
the ability to perform rapid investigations on large datasets.
Results:

» Early identification and prevention of suspicious activities.

¢ Improved collaboration within the dedicated Fraud Prevention unit.

e Faster investigation cycles and enhanced risk mitigation.



12 Design & Implementation

We design and deploy secure, scalable solutions through an identity first, holistic
approach. In today’'s hybrid landscape, where traditional security perimeters have

disappeared, we protect every digital interaction — securing identities, data, access rights,
and the applications and infrastructures that connect them.

MAIN ACTIVITIES MAIN TECHNOLOGIES

e |dentity & Access Management Cloud
e API Gateway

e Enterprise Security Architecture

Backup Solutions  SIEM/SOAR
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e Secure Infrastructure & Cloud Migration '-)vmware £2% rubrik 4 paloalto
e SIEM & Security Analytics / SOAR

e End-point Security (IOT/OT/ATM) IAM Networking End-point
e Site R§|Iabl|lty Engmeermg (BC & DR) 4 SailPoint FRTINET =S \crosoft
e Security by Design

@ BROADCOM' Al

e Secure Solutions Developement
ORACLE CIsco &) rene
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VASESOVRSI=N - (A M

Vantea has supported a Leading Digital Bank in an Identity Governance Program within a fully cloud-
based environment.

The initiative defined an IGA framework and implemented SailPoint solutions to automate identity
lifecycle management, role modeling, and access certification.

The platform integrates core banking and collaboration systems and leverages AlI/ML capabilities to
enhance access analytics and manage non-employee risk.

VESISNOV SRSl - ENDPOINT PROTECTION

Vantea provides 24/7 second-level Cybersecurity Engineering Services for a Leading International
Banking Group, focused on endpoint protection.

Activities include Threat Management, Incident Escalation, Infrastructure Monitoring and
Compliance Support (ISO, PCI-DSS). The service ensures protection across all critical assets —
employee workstations, virtual desktops, ATMs, servers, NAS, email systems, and collaboration tools —
using advanced solutions such as Trend Micro, Microsoft Defender for Endpoint, and Proofpoint.



1.5 Managed & Monitoring Services

Driven by a knowledge-based approach and continuous improvement, we monitor and
manage all security countermeasures — correlating risks, anticipating threats, and

orchestrating a fast, coordinated incident response.
GEEED ®

MAIN ACTIVITIES MAIN TECHNOLOGIES
e |T Service Management & Security ITSM & Observability tools
e Security & Network Operations Center (SOC/NOC) U
e Managed Security Controls & Reporting 3 opentext- a dynatrace
SOC/NOC

Radar  splunk> ek
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VESRSROVSSEaN - SOAR

We supported a Leading Energy Company in optimizing its security operations through an integrated
SOAR solution.

Key Outcomes

e Measured Performance: Established KPIs, KRIs, and ROl metrics to demonstrate value and guide
continuous improvement.

* Automated Incident Response: Transformed manual playbooks into automated workflows, reducing
errors and ensuring a consistent, auditable response to threats such as phishing, IP blocking, and
account isolation.

e Enhanced Threat Intelligence: Integrated proprietary and OSINT data sources to enrich alerts,
minimize false positives, and focus analysts on critical incidents.

« Unified Security Ecosystem: Orchestrated diverse technologies across endpoint, network, cloud, and
identity layers - creating a coordinated and efficient defense posture.



2.1 Threat & Incident Management

Our teams provide end-to-end protection through proactive threat intelligence,
continuous vulnerability assessment, and rapid incident response. We identify, prioritize,

and neutralize cyber threats before they can impact business operations.

MAIN ACTIVITIES

e Threat Intelligence

e |Incident Response

¢ Vulnerability Assessment & Prioritization

e Penetration Testing

e |dentity Threat Detection & Response (ITDR)

MAIN TECHNOLOGIES

VA/PT Incident Response
@ oualys. (0 CORTEX
Otenable »Resilient
EDR/XDR ITDR

yree oy @ Sharelock



22 Data Protection
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We safeguard sensitive data through privacy compliance, masking, encryption and
unstructured data access control. Our approach ensures that information remains secure

across databases, storages, networks, and the entire data lifecycle.

MAIN ACTIVITIES

e Data Privacy (Compliance)

e Data Masking (DDAM)

¢ DB Firewalling

e DB Vault

e Data Encription

e Unstructured Data Access
Governance & Control

MAIN TECHNOLOGIES

DDAM/DB Firewalling Unstructure Data

ORACLE 4 sailPoint
Data Privacy Data Encription &
Compliance DB Vault

Infosync 3 opentext"


https://www.vantea.com/wp-content/uploads/2023/10/Infosync_DigitalPresentation_13_04_2023_ITA.pdf

2.5 Al for Cyber Security

We leverage Artificial Intelligence to automate detection, response, and security posture
management. From AlOps to chaos testing, our Al-driven solutions enhance resilience

and optimize cyber defense in dynamic digital environments.

MAIN ACTIVITIES

e Al-Powered Automation & AlOps

e Cloud Security Posture Management (CSPM)

e Chaos Testing

¢ Role Engineering, Access Recommendation
& Access Modeling

e Al-Powered DevOps

MAIN TECHNOLOGIES

AlOps
&3 opentext-
irdynatrace

Access
Recommendation
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Partnerships &y \¢/ VANTEA
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Address the risk
of tomorrow
today
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