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About Us

Vantea SMART is an IT company listed on Euronext Growth
Milan (EGM) with over 30 years of experience guiding
organizations through their digital transformation
journey.

Focused on the full Cyber Security Lifecycle, the company
delivers end-to-end services, expert consulting and
proprietary software solutions designed to protect and
enhance business performance.

Vantea SMART partners with leading players across
banking, energy, insurance, telecommunications, IT,
gaming, public administration, healthcare and defense,
ensuring innovation, reliability, and security at every stage
of their digital evolution.

\/ VANTEA
SMART

CONSULTANCY

DESIGN

IMPLEMENTATION

OPERATIONS

Discover more on www.vantea.com Contact us &+39 06 4199 0300 ™ info@vantea.com


mailto:info@vantea.com

Fvolve ahead of Fraud

83 MLN € 42 MLN €

Damages from credit fraud in the first Average financial loss recorded

half of 2023 in ltaly (+14.2%) in organizations due to fraud

CRIF Observatory “Global Economic Crime and Fraud Survey 2024 "- PWC

Corporate fraud causes economic losses, operational damage, and reputational damage.

Every year, companies lose around 5% of their revenue (Allianz Trade - 2024).

In 2023, 73% of companies experienced an increase in cyber fraud, 78% of whom were in the
financial services sector (Experian-Forrester Consulting - 2023).

47% of companies on a global level suffered fraud in the previous 24 months, with an average
financial loss of over 42 million dollars per company involved (“Global Economic Crime and Fraud
Survey 2024 "- PWC - 2024).

In 2024, cyber attacks grew by 23%, with 9 serious attacks per day (CLUSIT - 2024).



Your Fraud Investigation Ally

KubeX cnables you to:
1. IDENTIFY

Detect anomalous behavior

2. ANALYZE

Decode and correlate complex data

5 PROTECT Gartner

Implement preventive measures COOL VENDOR

KubeX is our Fraud Investigation platform designed to detect, prevent, and counter fraud. It
transforms information into corrective actions, supporting operations in Fraud Investigation.

The platform was included in Gartner's cool vendor list in 2013.




\ VANTEA
SMART

A REVOLUTIONARY PLATFORM

KubeX is a platform designed to revolutionize the approach to fraud analysis, enabling
analysts to identify weaknesses in organizational processes and structures.
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The Process Behind Smarter
Fraud Investigation

KubeX enables the creation of custom rules to identify fraudulent behaviors and configure
real-time alerts whenever such activities occur.

Adaptation

A e

Use Case
DATA LAB INVESTIGATION Definition
Rule Identification of Alert
Definition Fraudulent Behaviors Configuration

Over 70 use cases managed across
Telco and Finance sectors.



Powerful Features, Proven Results —— \¢VANIEA

1. MULTIPLE DATA SOURCES INTEGRATION 2. TAILORED ANALYTICS
Connects and consolidates information from From unusual activity patterns and sensitive
diverse systems. data access to geolocation trends.

3. REAL-TIME ADVANCED MONITORING 4, AUTOMATED ALERTING
Continuously tracks red flags. Delivers real-time alerts for critical risk areas.

UASE = OVRI=N - FRAUD INVESTIGATION & DETECTION

We supported a Leading Telecommunications Provider to detect and prevent internal fraud. The client
faced complex fraud schemes involving unauthorized SIM swaps, identity misuse, and social engineering
attempts. Through the deployment of KubeX, our integrated anti-fraud platform, fraud analysts gained
the ability to perform rapid investigations on large datasets.

Results:
o Early identification and prevention of suspicious activities.
e Improved collaboration within the dedicated Fraud Prevention unit.
« Faster investigation cycles and enhanced risk mitigation.



VRIS OVRSE=N - ANOMALOUS LOAN REQUESTS

We supported a Leading Banking Institution in identifying fraudulent activity related to a mass opening
of current accounts in a specific geographical area. The client faced complex fraud schemes involving
delayed loan applications originating from newly opened accounts.

We synchronized data from onboarding and credit systems to isolate the growing number of
1 current accounts opened in a previously low-activity region.

We scheduled a delayed control to monitor loan requests originating three months after account

0 openings, triggering automated alerts when matches occurred.
= We used the dashboard to flag the initial spike in account openings as a non-critical signal, then
—1 | visualize alerts triggered when loan requests were initiated.
A Fraud analysts investigated on the users involved, checking for bank operator access to the
EI: Scipafi platform and uncovering instances of internal fraud.
Results:

e Early identification and containment of suspicious activity.
e Faster and more focused analyst investigations.
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SRR RVAVAR RADERNGRRNVANRERON - UNAUTHORIZED ACCESS

A Banking Institution suspects unauthorized system access outside of working hours, with potential
misuse of sensitive data. If KubeX had been deployed in this environment, it would have enabled real-time
detection of such anomalies and the immediate launch of investigations to safeguard the data involved.

We could have cross-referenced access logs from application platforms and corporate databases
L to build a coherent context around users and systems involved.

We could have scheduled automated checks to verify all access events occurring outside
0 standard company policy timeframes.

= We could have visualized every anomalous access in real time on a centralized dashboard,
—1 | highlighting recurring patterns or behavioral escalations.

A We could have launched an immediate investigation into the digital identity of the individual
EI: involved, tracing the data accessed and operations carried out during the suspicious session.
Results:

e Timely detection of unauthorized access.
e Immediate activation of the investigative process. Reference case >



https://www.ansa.it/sito/notizie/cronaca/2024/10/10/spiati-i-conti-correnti-di-meloni-giambruno-la-russa.-la-premier-dossieraggio-quotidiano_3064001f-f433-4849-b76b-cc0ab1a4ae7f.html

Address the risk
of tomorrow
today
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